Information Technology
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To:		Mayor and City Council Members
		Steve Parker, City Manager

From:		Shane McDaniel, Chief Information Officer

Subject:	Resolution authorizing the City Manager to execute a purchase order for $70,723.25 utilizing State and Local Government Cybersecurity Grant Program (SLCGP) funding with city match for awarded cyber enhancement initiative

Date:		January 16, 2025


Historical Background

Historically the city has utilized a low cost, in-house solution for data backups. This was necessary to address looming cyber threats to city owned data while keeping costs to a minimum and upgrading other, more critical aspects of the city’s network enterprise. The legacy solution performed as needed, but the city was always susceptible to data loss if the city’s private network were to be compromised via a ransomware cyber incident. 

Action Requested

The goal of this request is to seek approval to move forward with a robust data backup solution. If approved, this project will coincide with the systems infrastructure CIP initiative to significantly enhance data loss prevention in turn strengthening the city’s holistic cyber stance. Through this effort city data will be housed both onsite and offsite through the cloud mitigating the threat of a future cyber incident. If an incident were to occur, externally housed uncompromised data would be brought back to the city expediently through the data backup solution minimizing the impact of said incident.

Procurement Methodology & Funding Source

In December 2024, the city was awarded a Data Backups and Enterprise Architecture mitigation project through the State and Local Government Cybersecurity Grant Program (SLCGP). The grant provides $50,494 in funding and requires a $20,229.25 match from the city. The procurement will be through Value Added Reseller (VAR) FreeIT utilizing Texas Department of Information Resources (DIR) purchasing cooperative contracts. 

Staff Recommendation

Staff recommends approval and is available to answer any questions.

Attachments

FreeIT quote 1454693491
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